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o lattice-based, multivariate, ...

o code-based cryptosystems

McEliece scheme proposed in 1976

still regarded secure

fast encryption and decryption

large public key

Niederreiter scheme very similar
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o Parameters of a Goppa Code
o irreducible polynomial g(Y) € Fam[Y] of degree t (the Goppa
Polynomial)
o support ' = (ag, a1, ...,a,-1), Where «; are pairwise distinct
elements of Fym
o Properties of the Code

the code has length n < 2™ (code word length) ,

dimension k = n — mt (message length) and

can correct up to t errors.

a parity check matrix H, where cHT =0ifcecC

example for secure parameters: n = 2048, t = 50 for 100 bit
security
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o what does this mean for embedded systems?
o Side Channel Security
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o Number of iterations in the EEA already dependent on w

o smaller timing differences, allowing same attack
o countermeasure: avoid “premature”’ abortion of the EEA

o Related simple power analysis attack on the number of
iterations in EEA

o similar countermeasure
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Results

o experiments: transmission rate is the limiting factor
o for a key with security level 244 bit: t > 13s
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o Timing vulnerabilities:
o for w = 4: linear equations

o for w = 1: zero element

o for w = 6: cubic equations
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Syndrome

S(Y) = ; YG:;OC,CI. = i((\t)) mod g(Y)

©

If w<t/2
then o(Y') can be found be EEA
(break once deg (ri(Y)) < (t/2)—1)

©

©



o Syndrome
N | QY)
S(Y) = = dg(Y
=2 yar = oiv) moae(”)
olfw<t/2
o then o(Y) can be found be EEA

©

(break once deg (ri(Y)) < (t/2)—1)
o — information about an intermediate iteration where
coefficient = o(Y)
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o maximal number of iterations M = deg (Q(Y)) + deg (¢(Y))

o if 03 = 0, then M smaller than otherwise

o — fewer iterations, smaller timing
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S(Y)=
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o from the linear equations:

g 01 ... Q... Qpm_3 Qp_m—2 | Bo Bm—1
1 0 ... 0 . 0 0 X X
(:) 0o ... 1 0 0 X X
(:) 0 0 . 0 1 X
O =3 cp B

o — collect cubic equations s.th. system can be solved
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Q(Y) :0'5Y4@(73Y2@0'1

Cl : 33 — 80 ) “31 ) “132
G: Ba < Po. Bi. B, B3
Cn—3: Bm—1 <+ Bo. P1 Bm—2

o practical timing attack on Intel Core2 Duo CPU
o number of queries ~ millions
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Efficiency issues

o handling of public key keys on embedded devices
o investigation of a number of time-memory tradeoffs

o

o Implementation Security

o message-aimed side-channel issues
o key-aimed side-channel issues

o choice of root-finding algorithm is crucial for performance and
security

o security against timing attacks is achievable

o the decryption operation can be implemented on embedded
systems without hardware support

o the encryption on embedded systems remains as a problem
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o McEliece

o Gy € Fytx¥
o Te€ Flz(Xk
o Niederreiter

o G, =[1|G)] = GT € F3**
o Hy=[I|H,] = TH € Ftx"
o H, € Fyt<k

o secret key contains T € F

mtXxXmt
2
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